Powell Township Government
101 Bensinger
P.O. Box 319
Big Bay, Michigan 49808
Phone: 906-345-9345
Fax: 906-345-0168

Technology Policy

1. Computer Use

The township’s computer systems (including all hardware and software) are the exclusive property of
the township and are provided for creating and transmitting business-related information. The township
treats all computer files, including e-mail sent or received, as business information belonging to the
township. In that regard, the township has the capability and reserves the right, with or without notice, to
access, monitor, review, copy or delete any computer files, including e-mail sent or received, and all
website communications and/or transactions. All computer users have the responsibility to use these
resources in a professional, ethical and lawful manner.

2. E-mail Use
Some employees may have access to the township’s e-mail system for township-related purposes. When
transmitting messages via e-mail, employees should consider that e-mail messages can be read by
persons other than the addressee and that the message may be later disclosed to outside parties or a court
in connection with litigation. The public may have a right to request a copy of e-mail sent or received
via the township e-mail system. Because of these concerns, employees shall maintain the highest
standards of courtesy and professionalism when transmitting e-mail.

3. Internet
Some employees may have access to the township’s Internet connection for township-related purposes.
Any incidental use of the Internet for personal use must be conducted with the highest levels of
professionalism.

No employee may use Township facilities knowingly to download or distribute pirated software or data.
Any software or files downloaded via the Internet may be used only in ways that are consistent with
their licenses or copyrights

The public may have a right to request a record of the sites an employee has visited. The township has
the capability to review website access. Employees should not have any expectation of privacy
regarding the websites accessed through the computer system. Computer systems may “leave tracks” at
websites visited.

Public use of the Internet is for the Township Meeting Hall WIFI only for those who pay to rent the hall.
The password for this Public WIFI will be changed bi-annually or as needed to avoid abuse.

4. Online Forums
The township recognizes that participation in some forums might be important to the performance of an
employee’s job. For instance, an employee might find the answer to a technical problem by consulting
members of a news group devoted to the technical area. However, any messages or information sent on
township-provided facilities to one or more individuals via an electronic network—for example, Internet
mailing lists, bulletin boards and online services—are statements identifiable and attributable to the



township. The public may have a right to request a record of messages or information sent on township-
provided facilities. :

5. Personal Use
Limited, occasional or incidental use of township computer systems for sending or receiving e-mail for
personal, non-business purposes is understandable and acceptable, but such personal use shall be kept to
a minimum and shall not interfere with work responsibilities or work time.

Employees should not expect personal files or e-mail to be protected from review by other employees.
As a result, employees should not use the township computer system to create or transmit any
information they wish to keep private.

6. Township Access to Employee Communications
Generally, electronic information created and/or communicated by an employee using e-mail, word
processing, utility programs, spreadsheets, voicemail, telephones, Internet and bulletin board system
access, and similar electronic media is not reviewed by the township. However, the following conditions
should be noted:

Electronic communications generated by township resources are potentially subject to Freedom of
Information Act requests.

The township reserves the right to gather logs for most electronic activities or monitor employee
communications directly, e.g., telephone numbers dialed, websites accessed, call length, and time at
which calls are made, for the following purposes:

Cost analysis
Resource allocation

Optimum technical management of information resources
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Detecting patterns of use that indicate employees are violating township policies or engaging in
illegal activity

The township reserves the right, at its discretion, to review any employee’s electronic files and messages
to the extent necessary to ensure electronic media and services are being used in compliance with the
law, this policy and other township policies.

Employees should not assume electronic communications are completely private. Accordingly, if they
have sensitive information to transmit, they should use other means.

7. Software
The unauthorized use of township software is prohibited. Employees shall not make or use unauthorized
copies of software programs. Employees shall not install or run outside software on township computers
unless approved by the Clerk and through the current IT department. All outside software or documents
must be virus-scanned before being installed or run on township equipment.

8. Passwords and Encryption
All passwords shall be disclosed to the Clerk’s Department. Security passwords do not imply

confidentiality.

Employees may use encryption software supplied to them by the Clerk’s department for purposes of
safeguarding sensitive or confidential business information. Employees who use encryption on files stored
on a township computer must provide the Clerk’s Department with a sealed hard copy record (to be
retained in a secure location) of all of the passwords and/or encryption keys necessary to access the files.



9. Offensive Usage Description

Offensive content may not be accessed, displayed, archived, stored, distributed, edited, or recorded
using Township network, printing, or computing resources. Offensive content includes, but is not
limited to pornography, sexual comments or images, profanity, racial slurs, gender-specific comments,
or any content that can reasonably offend someone on the basis of sex, race, color, religion, national
origin, age, sexual orientation, gender identity, mental or physical disability, veteran satus or any
protected status of an individual or that individual’s relatives

10. Procedure for Reporting Abuse of Computer Privileges or Violation of This Policy
A township official, employee or volunteer who is harassed or discriminated against through the use of
the township computer system must immediately report this to the (supervisor, superintendent,
manager, other).

11. Violations
Any township official, employee or volunteer who abuses the privilege of their access to e-mail or the
Internet in violation of this policy will be subject to corrective action, including possible termination of
employment, legal action and criminal liability.

Clerk’s certification: | hereby certify that the above Technology Policy was adopted by the Township Board at
their Regular Meeting held on August 20", 2019. All previous Email, Computer, Internet Policies shall be null and
void with this Policy in place.
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Samantha Morin, Powell Township Clerk Date







